SERVICE BRIEF

HG Phishing

Herjavec Group’s Managed Security Services Practice defends
global, enterprise-level organizations from increasingly
sophisticated, targeted cybercrime threats. We pride ourselves

on delivering integrated, measurable, threat-centric services to
protect your mission critical assets. HG can support your visibility,
detection, investigation and incident response needs through
our comprehensive offering including but not limited to: HG SOC
Services, HG MDR, HG Incident Response and HG Phishing.

As business leaders we recognize that our people are the weakest
link within our cybersecurity programs. We often focus on
proactively training our teams to identify phishing attacks, but
have to recognize that Security Awareness alone,

isn't enough.

HG Phishing supports the prevention, detection and remediation
of phishing attacks end-to-end. We take on 24/7 Email Gateway
management, Phishing Threat Detection & Analysis, Incident
Investigation & Event Resolution so your team can prioritize your
business operations.

HG PHISHING APPROACH

Why You Need Dedicated Phishing Expertise

® Mitigate one of your biggest risks (your people)
with targeted support

Reduce the noise with de-duplication of
phishing cases

Improved time to detect & detonate
Phishing Attacks

Expertise in development of playbooks for
automatic blocks & updates
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Continuous improvement in phishing prevention,
detection & remediation with learnings across
verticals & geographies

® Be prepared with end-to-end service support -
from SOC monitoring, to Resolver Group Initiation
and Emergency Incident Response as required

No more inbox sifting for your valued team members! Herjavec Group can monitor & manage your Email Gateway solution. We detect
phishing activity through our HG Analytics platform, automatically triggering appropriate playbooks for orchestrated file detonation,

blocking and resolver group initiation.

HG Phishing Includes:

P Ongoing analysis of suspicious emails identified as phishing attacks

P Sandboxed review of suspicious email with embedded malware including

Indicators of Compromise, Email Attachments and URLs
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» Development of rule-based workflows and automated playbooks to detect

suspected phishing attacks
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P Protection from phishing based threat vectors using techniques such as :
sandboxing, file detonation, URL validations, and file reputation services
P Monthly reporting on the types of threats detected, frequency, and targeted users
P Flexible service level objectives based on estimated request volumes ml
» Managed Email Gateway device management services are available to @
complement the service
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HG PHISHING WORKFLOW

Adapted
MITRE ATT&CK

Email Gateway

Threat Strategy
SOC and Customer Process Interlock
Definition of the Threat Informed
Defense Strategy
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HG Analytics
24/7 Real Time Mgmt & Monitoring
Human-led, machine supported
automated investigation process
Correlation & Suppression,
Orchestration

Curated Threat Intelligence

HG Threat Intel
Cross-client correlation of threat intel
Engagement loCs from proactive human
active threat hunting, pen tests, etc.
v Fusing industry leading commercial,
government and open-source feeds
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Active attack disruption

Supported By HG Customer Success
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HG Labs

Operational Reporting

Threat Management

Incident Response
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Security Analysis
« Rule-based workflows

+  Automated playbooks to detect
suspected phishing attacks

HG Portal
+  SNOW Portal Interface
'  Prioritized Escalations
' Investigation details and analysis

The consistent monitoring and proactive management of Phishing attacks are critical to measuring your Security Awareness
program effectiveness and enhancing your organization’s Security Maturity. Engage with Herjavec Group to augment your
Managed Security Services program with HG Phishing.

HG MANAGED SERVICES

Herjavec Group's Managed Security Services can be consumed independently or packaged into a complete Security as a Service
offering. We will gladly support & optimize your existing technology stack, or can bundle best of breed licenses into your HG Managed
Service as applicable. HG Managed Security Services include:
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HG SOC HG MDR HG Security Engineering HG Threat
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HG Phishing HG Vulnerability HG Digital Forensics & HG Managed Identity
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Management

Incident Response

Robert Herjavec founded Herjavec Group in 2003 to provide cybersecurity products and services to enterprise organizations. We have

been recognized as one of the world’s most innovative cybersecurity operations leaders, and excel in complex, multi-technology
environments. We have expertise in comprehensive security services, including Advisory Services, Technology Architecture &
Implementation, Identity & Access Management, Managed Security Services, Threat Hunting & Management, Digital Forensics and Incident
Response. Herjavec Group has offices and Security Operations Centers across the United States, United Kingdom, Canada and India.

For more information, visit HerjavecGroup.com or contact us at info@herjavecgroup.com.
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